GFI Software

Smartly engineered for greater IT

GFI MailEssentials
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Take control of your email security and
block spam with GFI MailEssentials®.

Part of the GFI Communications product family

(V) Powerful spam filtering Blocks email-borne malware
Granular, user-based control

GFI MailEssentials offers comprehensive, configurable,
multi-layered protection against today’s email threats.

Find out more and start your FREE trial:

o gfi.com/mailessentials


http://www.gfi.com?adv=29075&loc=43&utm_medium=education_materials&utm_campaign=ME_Product_brochure_link&utm_source=gfi
http://www.gfi.com/products-and-solutions/email-and-messaging-solutions/gfi-mailessentials?adv=29075&loc=43&utm_medium=education_materials&utm_campaign=ME_Product_brochure_link&utm_source=gfi

GFI MailEssentials protects your email network against email-borne viruses and other
malware threats using advanced email filtering technologies and up to five antivirus
scanning engines.

With a spam capture rate of over 99% and minimal false positives, IT administrators can rest
assured that company email is secure and spam-free.

GFI MailEssentials puts control in the hands of the administrator and user, with a central,
web-based email management dashboard, and email reporting tools.

GFI MailEssentials is available in three editions:

o Unified Protection Edition: Comprehensive server-based solution, that keeps email
free from spam and protects the network against viruses and other email-borne
threats.

e Anti-spam Edition: Server-based protection that keeps email free from spam and
blocks email phishing.

e EmailSecurity Edition: Multi-layered security that protects the network from viruses
and other malware.

Features available in the Anti-spam edition:
e SpamRazor: Removes unwanted email messages based on email reputation,
message fingerprinting and content analysis.
e Anti-phishing: Blocks emails that contain links pointing to known phishing sites or
typical phishing keywords.
e Kaspersky, Sophos and Cyren antivirus engines are optional. GFI MailEssentials can
use up to five antivirus engines to scan inbound email and respond to threats.

Features available in the EmailSecurity Edition:

e Avira antivirus: Protects data against all types of malware including ransomware,
Trojans and spyware with very little performance impact.

o BitDefender antivirus: A very fast and flexible antivirus engine that can recognize
and scan a wide range of formats to ensure virus-free messages.

e Trojan and Executable Scanner: Scans for Trojans and malicious executables.
Quarantines any executable that performs suspicious activities, such as accessing a
modem, making network connections or accessing the address book.

e Automatic removal of HTML scripts: Protects against attacks launched by links in
emails.

e Email Exploit Engine: Blocks exploits embedded in an email that can execute on a
recipient’s machine.

e Kaspersky, Sophos and Cyren antivirus engines are optional. GFI MailEssentials can
use up to five antivirus engines to scan inbound email and respond to threats.

Features available in all editions:
e Advanced content filtering.
e Full Unicode support.
e Control of multiple GFI MailEssentials servers from the same console.
e Support for virtual environments.

Start your FREE trial at gfi.com/mailessentials

Benefits at a glance

Support for most industry-leading
messaging platforms including
Microsoft® Exchange 2007, 2010, 2013
and Lotus® Domino®

High spam detection rate (over 99% with
zero false positives) through various anti-
spam technologies

Virus checking with up to five
scanning engines including Avira and
BitDefender™

Users can manage quarantined emails,
set whitelists and blacklists with the
SpamTag Outlook® addon.

Server-based install with no client
software required

Web-based dashboard for easy, real time
email management

Multi-layered email security solution at
an excellent price.

System requirements

For full system requirements, please visit:
www.gfi.com/me/requirements.

GFI MailEssentials is available in:

English, German, Spanish, Italian, Russian
and Polish.

GFl Software

www.gfi.com

For a full list of GFI offices/contact details
worldwide, please visit: www.gfi.com/contact-us
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