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AuthPoint Identity Security

AuthPoint Identity Security solutions include our award-winning multi-factor authentication (MFA). Plus, it adds a corporate password
manager and credential monitoring to help mitigate the risks associated with widespread workforce credential attacks.
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AUTHENTICATOR TYPES
Push Notification with Phishing Toggle (online mode) [} [
QR Code Generator (offline mode) ° [
Time-based One Time Passcode (offline mode) [ [
SECURITY FEATURES
Jailbreak and Root Detection ° °
Mobile Device DNA / SIM Swap Protection o o
Online activation with Dynamic Key Generation ° °
App Protection: PIN, fingerprint, and face recognition ° °
Self-service, secure migration to another device ° )
Third-party and multi-token support ° °
Token name and icon customization ° °
CORPORATE PASSWORD MANAGER
Corporate Vault and Private Vault °
Shared vaults for IT managers and MSPs (]
Credential Health Monitoring and Alerts ®
Advanced Complex Password Generation °
SUPPORTED PLATFORMS
Android v7.0 or higher ® [
iOS v12.5.7 or higher [} [

AUTHPOINT CLOUD MANAGEMENT AuthPoint Multi-factor AuthPoint Total Identity

Authentication (MFA) Security

MANAGEMENT FEATURES

Administration, configuration, and management with WatchGuard Cloud

Audit, logging, and reporting

Configurable authentication resources

Customizable authentication and risk policies (network, time, geofence and geokinetics)

Dark Web Scan of up to 3 domains
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Dark Web Credential Monitoring of up to 3 domains per license

Dashboard widgets for authentications, users, devices, and subscriptions

Easy deployment with integration guides and wizards

Synchronization with Active Directory, Azure AD and LDAP

User inheritance for service providers

AUTHPOINT GATEWAY

Secure outbound connection from network to WatchGuard Cloud

Active Directory and LDAP synchronization

RADIUS Server

AUTHPOINT AGENTS & INSTALLERS

macOS El Capitan (10.11) or higher logon

Windows v8.1 or higher logon

Windows Hello for Business logon

Active Directory Federation Server 2012 and above (SSO)

Windows Server 2012 and above logon

Windows Remote Desktop Web Access

WatchGuard AuthPoint Gateway Agent

HARDWARE TOKEN

WatchGuard hardware token with no seed exposure

Third party TOTP hardware tokens

BROWSER SUPPORT

Password Manager Browsers Extension: Google Chrome, Microsoft Edge, Firefox, and Safari [}

Password Manager: Auto-fill credentials for websites

Password Manager: Forms-based authentication with single sign-on (SSO)

AuthPoint Multi-factor AuthPoint Total Identity

AUTHPOINT INTEGRATIONS MFA with Single Sign-On

Authentication (MFA) Securit
SAAS: Atlassian, BlueJeans, Box, Citrix, Confluence, Dropbox, Evernote, Github, Google
Workspace, Go-to-Meeting, Jira, Lucid Charts, Microsoft 365, Salesforce, ServiceNow, Slack, [ ®
Tableau, Zoom, WebEx and more...

IAAS: Adobe Cloud, Amazon Web Services, Google Cloud Platform, Microsoft Azure, Salesforce
Cloud, Oracle Cloud and more...

Security & Management: Akamai, BMC, Cisco, ConnectWise, CyberArk Fortinet, ITGlue, JAMF,
ManageEngine, Mobilelron, PagerDuty, Thycotic, VMWare, WatchGuard Firebox, WatchGuard ° [
VPN, and more...

AuthPoint Multi-factor AuthPoint Total Identity

Authentication (MFA) Security

SUPPORTED LANGUAGES

English, Spanish, Brazilian Portuguese, Portuguese, German, Dutch, French, Italian, Japanese, Simplified Chinese, Traditional Chinese, Korean, Thai

SUPPORTED STANDARDS

OATH Time-Based One-Time Password Algorithm (TOTP) — RFC 6238 ° [}

OATH Challenge-Response Algorithms (OCRA) — RFC 6287 [ [

OATH Dynamic Symmetric Key Provisioning Protocol (DSKPP) — RFC 6063 [ J [ J

RADIUS Protocol (IETF) [ [

SAML 2.0 Profile (OASIS) [ )

Argon 2id (Open Source) [
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