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Agenda

« MDR Behind the scene
« 2024 Vision and Roadmap

* Fireware Roadmap
* FireCloud
 NDR — Network Detection And Response
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Threat Detection vs Threat Hunting

Deploy detection

content (rules,
algorithms)

Formulate a
hypothesis

Receive alerts
when conditions Triage alerts
match

Threat Detection

If proven, pivot

Look for it in the and expand the
environment scope; follow the
hunting process

If not proven, go
back

Threat Hunting

Respond to an

incident

Respond to an
incident

Develop new

detection content
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Threat Detection vs Threat Hunting

Configure  Inventory  Administration

Investigations

Endpoints (WatchGuard Advanced EPDR) < Privilige Escalation Investigation

» ... . 10456 Res (UTC+00:00) UTC oo Event Detals N
DASHBOARDS Last 7 days s
H . i timestemp lcaldatetime pr— parenthlesame porentpid childpath chldSiename -
2 o s
Security PROTECTION STATUS OFFLINE COMPUTERS = Al VL 2020129004 OVSSATS  2020/29/04 1201S34T6  ASYSTEMABG|\consent...  comsent.exe st JSYSTEMORIVEI\Users\.  payloadexe 1 eventtype o
@ wss  2020/29/04 12015547 2020/29/04 12015447 3ISYSTEMXBS| \consent. consentexe 3ISYSTEMDRIVE |\ payload.exe B Haraaah tossonL o
@ Risks L3 2 parentstan NotuploadGWwLocal
W V6 2020129004 OS5 2020/29/04 1201S55%  IISYSTEMNB6|\suchost . svchostxe 2 SISYSTEMXBS!\Dilkoste...  dllhostexs SIS SRR
Web access V¥ 2020/29/04 120156628 2020/29/06 12:0155.628 YSTEMX8S| \svehost svechastexe 2 3 DilHoste. dilnostexe 4 timestamp 2020/29104 12:02:22.664
5 >7 days > # vss 2020129004 120156629 2020/29/04 120155629 3IWINDOWS|\Explorerk.. e -q S aesal e R e
@ ocsrs ot sckon | o A e T e
@ 1ocs W 790 2020/29/04 120203631 2020/29/04 120201632  3IPROGRAN_FILESXSSI\..  chrome.exe N N
OUTDATED PROTECTION T 79 2020/29/04 12022632 2020/29/04 12:02:11.632 8 parentpid 1
&3 Patch Management ) o Ty v 2020029008 12027 2020/29104 120206662 3SYSTEMXBS | Lsuchost vchostexe SISYSTEMAGSIVtaskeng...  taskengexe i, P S A
5 v 202009006 120 2020/29/04 170296862 3ISYSTEMNBS\taskeng_.  taskengexe s PROGRAM_FILESKS bR e e e
(3 ataconrol Knowledge 10 chitdpath SYSTEMXE \cmd
2 Investigations
@ run (@atchﬁuard Dashboard Monitor  Configure  Inventory  Administration
@ ¢ Privilige Escalation Investigation
o STATUS ~ COMPUTERS  SETTINGS  TASKS e > .... st Resits | (UTCHO00) UYL < Event Details »
® sofwa  pasHBoARDS COMPANY RISK RISKS TREND L] p [LE) s
o P consent.exe 52 2ISYSTEMDRIVEI Users\soporte\ Downloads! Payload exe payload.exe o S e
Unprol -
Securi ) consent.exe 3ISYSTEMDRIVE \Users\saporte) Dawnloads\ Payload.exe peyload.exe S, SRRl
@ wl Last 7 days v # % %
@ unprot 4 ost.oxe 32 3ASYSTEMABBINC dithost.exe e
© Rk Y swchostexe 32 31SYSTEMABGINC dithost.exe 3 4 timestamp
5 parentmds
© sehest Web access 10 1 P
9 4 system.exe 52 6 parentpath
&) indicators of attack (10A) 4 out of 8 L R 5t 7 parentlaname  services.exe
A Advan 7
6 - 8 parentpid 1
@ e 14 : . S e
4 oogleupdate.exe 10 childpath 3ISYSTEMXBSE| \cmd.exe
& Patch Management Computers at : 5% . P
risk " googleupdate n emd.exe
(3) bata Control - 1 JisYSTEMXBG]\cmd exe emd.exe 58 12 endpia &
N 1 \REGISTRY\MACHINE\SYS \services\xpmnrt7 PMNRIYPes0X00000010 0 O S
@ Fullncryprion Noriskio) B criicalp) M medum(n B Hightt) 20.Jan 214an 22 Jan 23 Jan 24 Jan 25 Jan 26 Jan 1 \REGISTRY\MACHINE\SYSTEM| Setoon)services XPMAMISas0x000000.. 0 1 parentattributes 1SPE
I Gritical [ High [ Medium Il Norisk 1 \REGISTRY\MACHINE\ SYSTEM\ControlSeto0T\ services\xpmnrt7ErorControl=0x00000000 pmnttenorcontiolsot. 0 et e
1 \REGISTRY\MACHINE\SYSTEM |ControiSet001\ services\xpmnrtzimagePath=tlcmd.exe fc echo xpmnrt > WApipelxpmnrt  xpmart 3 A - i oy
MY LTS add 16 commandline  cmd.exe /c echo xpmnrt > \\\pipe xpmn
services.exe 1 \REGISTRY\MAC vices\ localsystem o
DETECTED RISKS TOP 10 COMPUTERS AT RISK 1 \REGISTRY\MACHINE) SYSTEM |ControlSet001) services\xpmnrtZDeleteFlag=0x00000001 xpmartzdeletenlag=0x00_. 0 V7 totairesolution... 0
© Hardware
. ervices.exe 1 \REGISTRY\MAC \co \services\xpmnrt XPMINMZSart=0x000000... 0 1 childclassincat.
Out-of-date protection 2 computers [ TIQUIO-PC - critical
@ Software SoTieupdate.ee % 19 action
° Recent indicators of attack T computers () DESKTOP-CTSCESS Critical chicometns |\Google\Chrome\Application\chrome.exe —— 539 20 servicelevel  Learning
Unprotected servers. L] No protection 1 t e hrome.ex 1 21 errorstring co2
0] i p || s o — : ‘
. SISYSTEMXS6I\cmd.exe emdexe 22 operationflags 0
Unprotected workstatians.: [ No connectivity to knowledge servers 1 computers ~ d - o
@ ure () DESKTOP-1822T... Medium P T ki 23 winningtech  CertifuA
Out-of-date knowledge (more than 30 days) 1 computers DI
proxyswitcherexe = o 2 detactioni
© scheduled reports Web browsing antivirus disabled 1 computers Viewall 4 . 25 loggeduser  NT AUTHORITY\SYSTEM -
View all
A~ Advanced Visualization T...

EPDR Console Orion Console

gcchGuard'

Copyright ©2024 WatchGuard Technologies, Inc. All Rights Reserved




MDR — Behind the scene 6

§s3 Details

Filters 92 Results  (UTC+00:00) UTC (» O Event Details >
i 8 locali 10.168.10.41
Computer Drag here to set .
a Incalport 50403
WIN_DESKTOP_1() # id timestamp 1 parentpath parentfilen... eventtype v _
v = moteip 172.67136.69
Date 7 2021/28/10 00:16:26.0... 3|PROGRAM_FILES|\Not... gup.exe NetworkOps ‘ Kearch... Poteport 2]
R 8 2021/28/10 00:16:26.0... 3|SYSTEM|\svchost.exe svchost.exe CreateProc E] (select All) « bction Outsuing
28/10/2021 ) 00:00 © 9 2021/28/10 00:16:26.0... 3|SYSTEM|\svchost.exe svchost.exe CreateProc CreateProc Eeduser WIN_DESKTOP. 1\ Retail
T 10 2021/28/10 00:16:26.0... 3|SYSTEM|\RuntimeBro... runtimebrok... CreateProc DéviceOps e public
16+ DirCreate
28/10/2021 ) 1359 O n 2021/28/10 00:16:26.0... 3|SYSTEM|\svchost.exe svchost.exe CreateProc Douniond B ctionid 0
e Zzne 12 2021/28/10 00:16:26.0... 3|SYSTEM|\services.exe services.exe RegKExeModif
HeaderEvent _ Istname notepad-plus-plus.org
13 2021/28/10 00:16:26.0... 3ISYSTEM host. host. CreateP
(UTC+00:00) UTC 1281 ' I\svchost.exe suehostexe reaterroc - - 17 Bperationstatus 0
2021/28/10 00:16:26.0... 3|SYSTEM|\svchost.exe svchost.exe CreateProc 3|SYSTEM|\smartsc 18 times 1
Apply
15 2021/28/10 00:16:26.0... 3|SYSTEM host. host. NetworkO .
1281 ! IN\svehost.exe sychostexe Frworkops 19 localdatetime  2021/28/10 00:16:26.000

. 2021/28/10 00:16:26.0 JISYSTEM| \csrss.exe corss exe ey TT YRR CE LR CECrCr Cr et
Results R ’ ) i

DI TILLLLS

%
Modify
o 20 2021/28/10 00:16:26.0...  3|SYSTEM|\svchostexe svchostexe Crea Q 3 e ‘@ o ’@
Searc Q H b < eyl \REGISTRY| USER|S-1-5-21-2_ S
21 2021/28/10 00:16:26.0... 3|SYSTEM|\svchost.exe svchost.exe Creg - df oW parent HAABISEARAARARARAARARARAA T
: H i 1D
Options 22 2021/28/10 00:16:26.0... 3|SYSTEM|\svchost.exe svchost.exe Cred Show all activity 1
) i i s ) EventType ProcessOps
[ ] Tree view 23 2021/28/10 00:16:26.0... 3ISYSTEM|\services.exe services.exe Crea 5&‘“‘”"‘"”""‘ d e G
- rath T
D Timeline 2% 2021/28/10 00:16:26.0... 0|EMPTY empty RerrE @ Create T Delete (3) DateTime  2021/28/10 00:16:26.000
- . 7 . Y
25 2021/28/10 00:16:26.0...  3ISYSTEM|\svchost.exe svchost.exe Cred Q g imesta... - 2021126/10,001626.000000
[ Mds 2333B0OFCBA3DAABDELB21E
a G Erdate DDEBETIFI
H
E & i Path SYSTEM|\dwm.exe

Filename  dwm.exe

Create ’@
@ Create_, Y pid 5

LI

.. . sethc.exe

b Create—" Lreate atbroker.exe Comman... “dwm.exe”

2 heo winlogon.exe g

b @‘ ‘@ Action  Allow

"

= Cardeal A

.

I —

- & Remote thread 1

- 1 X L

-

.

.

.

. M wiedecresiev e ]

F 4 i 4 4 m
»

NS NN NN NN NN NN NN NN NN NN NN NN EEEE NN NN NN NN SN NN AN EE TSN NN NN TSI SSSS NS N NN NN NS EEE N NN NN ENEEEEEEEEEEEEEE

gcchGuard'

Copyright ©2024 WatchGuard Technologies, Inc. All Rights Reserved




MDR — Behind the scene

(™ Drag here to set row groups

—

2024/06/03 12:07:33.628 (UTC+01:00)
] ] tmestamp ¢ localdatetime details
parentmd5

|

2024/06/03 12:07:19.076 2024/06/03 11:07:15.000 nmap 18.18.182.1.1-254
parentpath

2024 /06/03 12:07:33.628 2024/06/03 11:0733.000 k 18.180.7182.1-
/ nmap.exe 10.10.182.1-254 sntilenes

2024/06/03 12:08:04.031 2024/06/03 11:08:04.000 Outgoing Public UDP 53  1.71.1.1 3
ot s parentpid 1215935023

2024/06/03 12:08:04.031 2024/06/03 11:08:04.000 Outgoing Public UDP 53 8.8.8.8 -
childmd5s

childpath

childfilename

2024/06/03 12:08:19.138 2024/06/03 11:08:15.000

sid 9 [ suwnjo)

childpid 1215935069

accesstype 0

parentattributes ISPt

childattributes  EXTERNAL|ISPE
commandline nmap.exe 1030.302.3-254
totalresolutionti.. 0

timeout 0

childclassification

action

servicelevel

errorstring cD2

operationflags ~ MEDIUM_INTEGRITY_LEVEL
winningtech Certifua

detectionid 0

loggeduser DESKTOP-COHL98A\victim
operationstatus 2

ncaldatetime




22

Thank You

L : @atchGuard'

~




	Διαφάνεια 1: A Roadmap to Resilience: WatchGuard's 2024 Strategy
	Διαφάνεια 2: Agenda
	Διαφάνεια 3: MDR – Behind the scene
	Διαφάνεια 4: Threat Detection vs Threat Hunting
	Διαφάνεια 5: Threat Detection vs Threat Hunting
	Διαφάνεια 6: MDR – Behind the scene
	Διαφάνεια 7: MDR – Behind the scene
	Διαφάνεια 22

